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Introduction (Part One) 

Instructions 
·  Carry out a forensic examination of a 3.5”, 1.4Mb Floppy Disk [written] 
·  Identify any information that may be contained within it [written] 
·  Locate possible steganographic material hidden within images [oral] 
·  Generate expert witness report [written] 
·  Provide summary explaining any additional procedures used [written] 

Curriculum Vitae 
I have been working in the Information Technology field since 1995. At the end of 2004 I 
became an independent security consultant & software developer. During my career I have 
worked on engagements at clients in a wide range of industry sectors, from a variety of 
automotive institutions, to entertainment and media organisations, telecommunications, printed 
circuit board design and manufacture, software development, as well as various charity 
organisations. 
 
I graduated from the University of the Salford, UK, in 2002 with a Bachelor’s Degree (Honours) 
in Computer Science. This is also backed-up by a more practical HND in Software Engineering 
and A-Levels in Computer Science & Electronics. I’m currently studying at the University of 
Glamorgan, completing an MSc in Information Security and Computer Crime. 

Approach 

Preliminary Examination Process 
Below is the approach taken to analyse the disk. 
 

1. The disk (number 14) was signed for to maintain chain of custody. 
2. Storage of the evidence item was maintained at room temperature and away from 

extremes of humidity and free from magnetic influence. 
3. Initial examination of the physical state of the supplied floppy disk (for photographic 

inspection see Appendix �  Photography). This was done to determine whether it was 
feasible to extract data from the disk. It was determined that the disk was of suitable 
stability for examination using a floppy disk drive as it had no external damage. 

4. Initial examination of the disk revealed it was physically set to “writeable”, and to comply 
with the first principle of Computer Based Electronic Evidence (APCO 1999)1, sufficient 
effort was made to make the disk “read-only” so that the evidence held on the disk could 
not be altered by the investigation. The process of making the disk read-only is a physical 
modification using the disk’s own write protection switch at the top-right (see exploded 
detail on photograph). 

5. Using AccessData the disk was cloned in read-only mode to create an exact ‘image’ of the 
original. This image was then examined allowing the original to be safely stored. 
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a. A hash of the disk’s content’s and a hash of the disk image were compared to 
make sure that no data had changed during the cloning process. The results of 
which showed the two hashes were exactly the same. 

6. Using three different antivirus (AV) programs the image was scanned for viruses. All 
three reported that the image contained no known viruses. 

a. Each AV application had its virus signatures updated to that of the signing date of 
this report. 

b. Virus examination was performed on a clone of the original image so that if the 
antivirus program made any changes, the original image would not be affected. 

c. A subsequent hash comparison was completed after the scan indicating that the 
image had not been changed. 

7. The data was then examined using AccessData, WinHEX and several well established 
open source Linux forensic tools. 

Detailed Examination Process 

AccessData Case Configuration 
1. A new case was created (case number 0001) called “Floppy Disk Analysis” 

a. Case logging was enabled to record all activity within the application 
b. All AccessData application processes were performed: 

i. file extraction 
ii.  file identification 
iii.  hashes of all files 
iv. full text indexing to enhance search capabilities 
v. data carving to locate deleted and hidden files 

vi. all visual file status and file type columns to be shown 
c. Initial analysis date recorded as 13th March 2006 
d. Europe/London time zone was configured 
e. Added 52 items after examination 

Examination of Extracted Files 
·  Each document was examined for hidden information in the following ways: 

o A visual inspection of each document for hidden text. A known technique for 
hiding text is to change the colour of the text to white on a white background. By 
selecting all the text within the document it is possible to change it all to black 
thus revealing any hidden information. 

o Excel documents have the facility to hide columns of information. By highlighting 
all text within the document and right-clicking on the column heading, its possible 
to unhide the columns thus revealing any hidden text. 

o Using AccessData it is possible to search for keywords within the image of the 
disk. The result being a list of files containing the search criteria which can be 
found in the Summary of Conclusions of this report. 

·  Data carving was enabled in AccessData to provide analysis and extraction of files hidden 
throughout the disk image. 
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Detail of Analysis 

Disk Directory Structure 
There are three distinct directories/folders under the root disk directory: 
 

1. “Accounts copies” 
o Containing three spreadsheets 

�  Evidence item 34, July accounts 
�  Evidence item 38, June accounts 
�  Evidence item 42, May accounts 

2. “Holiday Photos” 
o Containing three images 

�  Evidence item 46, gif image of a “seagull” 
�  Evidence item 47, gif image of “silver lake” 
�  Evidence item 48, gif image of the “top of the glen” 

3. “Legal Impossibility Not a Defense to Conspiracy to Steal Trade Secrets_files” 
o Was reported as ‘deleted’ by AccessData 
o Containing two files: 

�  Evidence item 49, a jpeg image 
�  Evidence item 50, shell thumbnail cache for the folder 

 

Analysis of Contents 
Analysis of the contents of the disk image was performed by generating keyword searches and 
visual identification of the status of the given files. The table below categorises the files into 
multiple groups depending on the search criteria. 
 
Category ID Filename 
Bad Extensions 32 !mall.hex 
 51 {A42CD7B6-E9B9-4D02-B7A6-288B71AD28BA} 
All Spreadsheets 42 May Accounts.xls 
 38 June Accounts.xls 
 34 July Accounts.xls 
All Images 32 !mall.hex 
 49 blaw_header_top.jpg 
 61 JPEG_103424[54].jpg 
 62 JPEG_107532[54].jpg 
 46 seagull.gif 
 47 silver lake.gif 
 48 Top of the glen.gif 
 51 {A42CD7B6-E9B9-4D02-B7A6-288B71AD28BA} 
Possible Steganography 
Search 

46 seagull.gif 

 47 silver lake.gif 
 48 Top of the glen.gif 
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Web Pages 60 HTML_157[54].htm 
Unique Files 32 !mall.hex 
 49 blaw_header_top.jpg 
 52 Company logo.pdf 
 53 email.txt 
 10 FastChip Memo.doc 
 34 July Accounts.xls 
 38 June Accounts.xls 
 17 Legal Impossibility Not a Defense to Conspiracy to Steal 

Trade Secrets.htm 
 64 Lm324m.gif 
 42 May Accounts.xls 
 18 Paper Abstract.doc 
 25 Parking notice.doc 
 33 S-Tools.hlp 
 46 seagull.gif 
 47 silver lake.gif 
 50 Thumbs.db 
 48 Top of the glen.gif 
Deleted Files 32 !mall.hex 
 49 blaw_header_top.jpg 
 60 HTML_157[54].htm 
 61 JPEG_103424[54].jpg 
 62 JPEG_107532[54].jpg 
 17 Legal Impossibility Not a Defense to Conspiracy to Steal 

Trade Secrets.htm 
 9 Legal Impossibility Not a Defense to Conspiracy to Steal 

Trade Secrets_files 
 33 S-Tools.hlp 
 50 Thumbs.db 
 51 {A42CD7B6-E9B9-4D02-B7A6-288B71AD28BA} 
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Images Recovered 
Image Name !mall.hex Image Hash C30668A28AA0CB96698D84E156147CA8 

Evidence Item No. 0032 Deleted? Yes 

Created Date 17/02/2006 – 01:32:54 File Extension Bad – should be JPG 

Modified Date 17/02/2006 – 01:22:52 Duplicate No 

Accessed Date 12/02/2006 – 00:00:00 L/P Size 37,738 / 37,888 

Image 
 
JPEG 

 
1 - Evidence item 32 

 
 

Image Name blaw_header_top.jpg Image Hash 6B862D043DFF9390FE7386CE6D07E174 

Evidence Item No. 0049 Deleted? Yes 

Created Date 17/02/2006 – 01:33:42 File Extension Ok 

Modified Date 16/02/2006 – 18:51:40 Duplicate Yes -Primary 

Accessed Date 17/02/2006 – 00:00:00 L/P Size 1,789 / 2,048 

Image 
 
JPEG 

 
2 - Evidence item 49 

 
 

Image Name JPEG_103424[54].jpg Image Hash 6B862D043DFF9390FE7386CE6D07E174 

Evidence Item No. 0061 Deleted? Yes 

Created Date - File Extension Ok 

Modified Date - Duplicate Yes - Secondary 

Accessed Date - L/P Size 1,789 / 1,789 

Image 
 
JPEG 

 
3 - Evidence item 61 
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Image Name {A42CD7B6-E9B9-
4D02-B7A6-
288B71AD28BA} 

Image Hash 1C6C39475637CEC0ADEB36D10DED0A0B 

Evidence Item No. 0051 Deleted? Yes 

Created Date - File Extension Bad – Should be JPG 

Modified Date 16/02/2006 – 19:02:12 Duplicate Yes - Primary 

Accessed Date - L/P Size 2,546 / 2,546 

Image 
 
JPEG 

 
4 - Evidence item 51 

 
 

Image Name JPEG_107532[54].jpg Image Hash 1C6C39475637CEC0ADEB36D10DED0A0B 

Evidence Item No. 0062 Deleted? Yes 

Created Date - File Extension Ok 

Modified Date - Duplicate Yes - Secondary 

Accessed Date - L/P Size 2,546 / 2,546 

Image 
 
JPEG 

 
5 - Evidence item 62 
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Image Name silver lake.gif Image Hash 1D4E6D110834E3291BBB0F362F5662F7 

Evidence Item No. 0047 Deleted? No 

Created Date 17/02/2006 – 01:33:20 File Extension Ok 

Modified Date 17/02/2006 – 00:42:36 Duplicate No 

Accessed Date 17/02/2006 – 00:00:00 L/P Size 292,670 / 292,864 

Image 
 
GIF 

 
6 - Evidence item 47 

 
 

Image Name Top of the glen.gif Image Hash 84CEB364650DA904D3C060A90CE323A0 

Evidence Item No. 0048 Deleted? No 

Created Date 17/02/2006 – 01:33:30 File Extension Ok 

Modified Date 17/02/2006 – 01:12:28 Duplicate No 

Accessed Date 17/02/2006 – 00:00:00 L/P Size 241,879 / 242,176 

Image 
 
GIF 

 
7 - Evidence item 48 
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Image Name seagull.gif Image Hash BC497CCB81B56E0489DAC476D177A215 

Evidence Item No. 0046 Deleted? No 

Created Date 17/02/2006 – 01:33:06 File Extension Ok 

Modified Date 17/02/2006 – 01:10:34 Duplicate No 

Accessed Date 17/02/2006 – 00:00:00 L/P Size 425,289 / 425,472 

Image 
 
GIF 

 
8 - Evidence item 46 

 
 

Image Name Lm324m.gif Image Hash 5D17CC9D89E0E51DF26ACFC9D04A2CE8 

Evidence Item No. 0064 Deleted? No 

Created Date 20/04/2006 – 16:15:46 File Extension Ok 

Modified Date 20/04/2006 – 16:15:54 Duplicate No 

Accessed Date 21/04/2006 – 13:07:42 L/P Size 97,699 / 97,699 

Image 
 
GIF 

 
9 - Evidence item 64 
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Documents Recovered 

Word Processed Documents 
Doc Name Company logo.pdf Doc Hash ABCAD8ADA5054527BABCD9A9F901FB52 

File Type Adobe PDF Deleted? No 

Evidence Item No. 0052 File Extension Ok 

Created Date 17/02/2006 – 01:33:46 Duplicate No 

Modified Date 16/02/2006 – 23:24:16 L/P Size 202,557 / 202,752 

Accessed Date 17/02/2006 – 00:00:00   

Text Content See figure 17 in the appendix 
Hidden Content - 

 
 

Doc Name FastChip Memo.doc Doc Hash 7DA9C5E579927743BD0D930A3F84DFE0 

File Type Microsoft Word Doc Deleted? No 

Evidence Item No. 0010 File Extension Ok 

Created Date 17/02/2006 – 01:32:46 Duplicate No 

Modified Date 15/02/2006 – 23:43:12 L/P Size 24,576 / 24,576 

Accessed Date 17/02/2006 – 00:00:00   

Text Content See figure 14 in the appendix 
Hidden Content - 

 
 

Doc Name Paper Abstract.doc Doc Hash E771419EA69E5ABFEC9B734545587C5B 

File Type Microsoft Word Doc Deleted? No 

Evidence Item No. 0018 File Extension Ok 

Created Date 17/02/2006 – 01:32:50 Duplicate No 

Modified Date 17/02/2006 – 00:17:18 L/P Size 25,088 / 25,088 

Accessed Date 17/02/2006 – 00:00:00   

Text Content See figure 15 in the appendix 
Hidden Content Last row, line-height too short, font colour = whit e 

 
Send this to Bob - help with the key?" 
 

 
 

Doc Name Parking notice.doc Doc Hash 8DFBF59A7D85443571ACC7D84CA66788 

File Type Microsoft Word Doc Deleted? No 

Evidence Item No. 0025 File Extension Ok 

Created Date 17/02/2006 – 01:32:52 Duplicate No 

Modified Date 15/02/2006 – 23:48:40 L/P Size 24,064 / 24,064 

Accessed Date 17/02/2006 – 00:00:00   

Text Content See figure 16 in the appendix 
Hidden Content - 
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Spreadsheets 
File Name May Accounts.xls Doc Hash 609F68E50859CAFB46CB015556791CF3 

File Type Microsoft Excel Deleted? No 

Evidence Item No. 0042 File Extension Ok 

Created Date 17/02/2006 – 01:33:04 Duplicate No 

Modified Date 16/02/2006 – 00:17:46 L/P Size 15,872 / 15,872 

Accessed Date 17/02/2006 – 00:00:00   

Hidden Content - 
 
 
 

File Name June Accounts.xls Doc Hash 830A5470B7DCE94479E2FB40F8CC4755 

File Type Microsoft Excel Deleted? No 

Evidence Item No. 0038 File Extension Ok 

Created Date 17/02/2006 – 01:33:02 Duplicate No 

Modified Date 16/02/2006 – 23:29:20 L/P Size 15,872 / 15,872 

Accessed Date 17/02/2006 – 00:00:00   

Hidden Content Column = A, Row = 41, font colour = white 
 
12 Software Keys sent to Bob - Recorded as Destroye d 
 

 
 
 

File Name July Accounts.xls Doc Hash 9CFED3DC326CB237D3BC4A29A740F63E 

File Type Microsoft Excel Deleted? No 

Evidence Item No. 0034 File Extension Ok 

Created Date 17/02/2006 – 01:33:00 Duplicate No 

Modified Date 16/02/2006 – 00:12:06 L/P Size 15,872 / 15,872 

Accessed Date 17/02/2006 – 00:00:00   

Hidden Content - 
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E-Mails 
Doc Name email.txt Doc Hash 77A86B6C63339BE2BC0897358E681407 

File Type TXT Deleted? No 

Evidence Item No. 0053 File Extension Ok 

Created Date 17/02/2006 – 01:33:54 Duplicate No 

Modified Date 17/02/2006 – 00:00:50 L/P Size 290 / 512 

Accessed Date 17/02/2006 – 00:00:00   

Content  
To: 'bob@AOL.com' 
Cc: 'trsmith@fastchip.co.uk' 
 
Hi Bob, 
 
Here’s that photo I promised. 
 
Regards 
  
Tom 
 
  
 
--------------------------------------------------- -- 
Tom Smith 
Senior Developer - FastChip 
44 (0) 1443 65 4085 
--------------------------------------------------- -- 

 

Saved Websites 
Doc Name Legal Impossibility Not 

a Defense to 
Conspiracy to Steal 
Trade Secrets.htm 

Doc Hash B2A65B9C6A1A5B5A7F04BC7B24B551C9 

File Type HTML Deleted? Yes 

Evidence Item No. 0017 File Extension Ok 

Created Date 17/02/2006 – 01:32:48 Duplicate No 

Modified Date 16/02/2006 – 18:51:40 L/P Size 5,157 / 5,632 

Accessed Date 17/02/2006 – 00:00:00   

 
 

Doc Name HTML_157[54].htm Doc Hash E8344D9964E2EEAEB73142BEBB0FD544 

File Type HTML Deleted? Yes 

Evidence Item No. 0060 File Extension Ok 

Created Date - Duplicate Not directly, copy of above 

Modified Date - L/P Size 4,998 / 4,998 

Accessed Date -   
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Slack / Free Space  
Doc Name DriveFreeSpace1 Doc Hash - 

File Type - Deleted? - 

Evidence Item No. 0054 File Extension - 

Created Date - Duplicate - 

Modified Date - L/P Size 171,520 / 26,214,400 

Accessed Date -   

Hidden Content  
OK Bob 
Here is another copy of everything but this is goin g to cost you 
another grand 
 

 
 
 

Evidence of Software Used 
File Name S-Tools.hlp Doc Hash 5FEA6E3D01807F81B893EB101EAFFA5C 

File Type HTML Deleted? Yes 

Evidence Item No. 0033 File Extension Ok 

Created Date 17/02/2006 – 01:32:56 Duplicate No 

Modified Date 21/04/1996 – 19:01:08 L/P Size 59,214 / 59,392 

Accessed Date 17/02/2006 – 00:00:00   

Summary The above file is a Windows help file for the S-Tools Steganography application. The 
help file itself describes its use as: 
 
“In short, S-Tools allows you to place private information in an inconspicuous 
'envelope' that will not arouse suspicion.” 
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Conclusion 

Examination of the Facts 
·  Finding an S-Tools help file located on the disk was a useful indication that material on 

the disk may have information hidden within it using Steganography. The only file types 
supported by the latest release of S-Tools (version 4) are picture (GIF, BMP) or sound 
(WAV) files, so it is possible to identify the only three files on the disk image that can be 
analysed for steganography. 

o Subsequent brute-force dictionary attack on each of the three files revealed that 
one of them (evidence item 46) contained hidden data revealed by the password 
‘boat’. 

o No other image (including the revealed image) appears to have hidden data using 
Steganography techniques that can be identified within the remit and time allowed 
to generate this report. 

 
·  It can be shown that all file access, modified and created times are all performed in “out 

of office” periods. This of course excludes the image (evidence item 64) extracted using 
Steganography from another image (evidence item 46) which has the date and time that it 
was extracted from the originating source. This is because all file MAC details are lost 
during the initial process of hiding the image within another. 

 
·  The directory “Legal Impossibility Not a Defense to Conspiracy to Steal Trade 

Secrets_files” which is evidence item 9, was created by Internet Explorer when the user 
asked for the following webpage to be saved: 
http://www.swlearning.com/blaw/cases/legal_impossibility.html  
 
This is confirmed by the modification of the webpage by Internet Explorer on line 2 of the 
evidence item 17. This subsequently confirmed by its trademark page saving technique of 
creating a subdirectory using the same name as the saved HTML file. Internet Explorer 
then created a directory that stores CSS and all image files relating to the saved document. 
It can also be shown that no other files existed in the above directory other than the logo 
for the site by examining evidence item 50 which is a shell cache file for files within that 
directory. 

 
·  Hidden in three separate files (evidence items 54, 38 and 18) were references to “Bob”. In 

each case the comment was suitably and purposefully hidden from any casual visual scan. 
Performing an AccessData keyword scan on the word “Bob” revealed the locations and 
files containing the comments – this was then documented next to each evidence item 
within this report. 

 
·  The file system of a floppy disk (FAT 122) provides no access control thus no user 

information is written to the floppy disk3 during file transfer (or otherwise subsequently 
recorded). 
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·  Two of the MS Word documents (evidence items 10 and 25) were created by a computer 
with a registered user of the Office software as “Martin Peterson” as identified by 
Microsoft Word. The third Word document (evidence item 18) is an “Abstract Paper” 
created by the user of the Office software “Iain Sutherland”. This document was also the 
only Word document to contain hidden information relating to “Bob” (see evidence item 
18 in this report) and MS Word reported the last saved user as “Iain Sutherland”. 

 
·  Three of the MS Excel spreadsheets (evidence items 34, 38 and 42) were created by a 

computer with a registered user of the Office software as “Martin Peterson” as identified 
by Microsoft Word. 
 
The “Accounts for June” spreadsheet (evidence item 38) is reported to have been last 
saved by the user “Iain Sutherland”. This document is also the only spreadsheet with 
hidden information relating to “Bob” (see evidence item 38 in this report). 

 
·  10 files in total were recorded as deleted on the disk. One of which (evidence item 32) 

was a printed circuit board schematic, and also had an incorrect file extension. 
 

Expert Opinion 
In my opinion it is obvious to see that who ever created the disk has gone to some personal 
endeavour to try and conceal certain information. By examining the modified, accessed and 
created times of the files it is possible to reconstruct a timeline of events. Applications like 
EnCase will do this for us, but using a simple visual inspection it is possible to identify that the 
files were only ever created or accessed outside of office times. This in itself does not prove 
anything but it does imply that the user of this disk did not want his/her activities monitored.  
 
The timeline of ‘created’ documents shows that the majority of the files were added to the disk 
within a few minutes and in some cases within seconds of one another. The modified date on 
each file indicates that they were initially created a day before being added to the floppy disk. 
This means it may be possible to associate the files on the floppy disk to a specific user of a 
computer given that their will be evidence on the computer with the same filenames and MAC 
details. 
 
By implication, actively trying to prevent casual viewing of information by means of 
steganography implies that the material being hidden is of some importance (and possible value). 
Evidence of a wilful attempt to hide data proves the user of the disk knows what they were doing 
was possibly illegal. This is also confirmed by evidence on the disk (item 17) that indicates 
research into possible court outcomes for industrial espionage. 
 
By examining the header information of the Microsoft Word documents it is possible to identify 
that they were created using Microsoft Word Version 10.0, which is the version number for Word 
2002. This version of Word is usually installed on Windows XP machines, so there is a high 
probability that this is the operating system used to create the documents. Combining these 
operating system details and the possibility of local files on the suspect’s computer will aid 
further investigation into gathering evidence. 
 



 Witness Statement - Page 18 of 34 

 

Summary of Conclusions (Part Two) 

Overview 
Using the Open Source Computer Forensics Manual (OSCFM v0.1.1)4 as a guideline, the 
following process model was adopted for the examination of the evidence on the disk. 

 
10 – Forensic Process Model 
 
The four main blocks indicate the steps required when processing data sources: 

1. Identification  
This is the process of intelligence gathering where its possible to foresee the challenges 
within the next three steps. 

2. Acquisition 
This is the process of obtaining the digital evidence, and in this case it is the process of 
obtaining the disk, and then creating an image of the disk for subsequent analysis. 

3. Analysis 
This is the process of determining the evidence within the disk image. It is effectively the 
first part of this report. 

4. Presentation 
This is the process of adding the collected evidence to a report such as the one being 
shown here. This is possibly the most important phase as it requires the expert witness to 
generate a report that is coherent and can portray the evidence in a non-opinionated 
fashion. 

 
It is understood that in the actual execution of the above process model that it is likely that during 
one of the processes you may need to ‘backtrack’. This for example occurred during the 
generation of this report, where after analysing the seagull image it was found to have hidden 
 

Use of Screenshots for Evidence 
Screenshots were taken of each of the documents found in the disk image. This was done to 
preserve the styles and formatting of the original document that would have otherwise been lost 
during the process of cutting and pasting into the report. The screenshots and all images are listed 
as unique ‘figures’ with an index at the beginning of the report. 
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Steganography Check 
·  A dictionary list containing 1402 words (or in some cases single characters) was applied 

using a Windows shell script that performed a brute-force password crack on each of the 
GIF images within the disk image. 

 
·  Only GIF images were checked; this limitation is the result of using a Steganography 

application (S-Tools) which can only encode BMP, GIF and WAV files. The presence of 
the S-Tools help file (see evidence item 33) indicates the probability of an S-Tools 
encrypted GIF file being on the disk. 

 
·  The dictionary list was generated by combining the following techniques and removing 

any duplicates using Microsoft Excel: 
o Using AccessData to generate a keyword list of every readable ascii value 

contained in the disk image. 
o Adding well known passwords such as ‘password’ and ‘qwerty’ etc.. 
o Additionally, a word association list was generated for each image (a list of words 

associated with each image). 
 

·  The brute-force dictionary attack process was as follows, square bracket indicates 
evidence item number as exported by AccessData: 

 
Filename Runtime Pass phrase 
Top of the glen[48].gif 52 mins 23 s - 
silver lake[47].gif 52 mins 28 s - 
seagull[46].gif 44 secs boat 
Lm324.gif 52 mins 20 s - 

 
·  The discrepancy in runtime is a result of other applications using more processing power 

on the machine used to perform the attack. This is a known 
 

·  A subsequent brute-force attempt was made on the revealed image (evidence item 64) to 
check for the possibility of further hidden information (see last line in the table above) 
that may have been concealed within that image. 

 
·  The dictionary file is available on the CD attached to the Appendix due to the length of 

the list. 
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AccessData Search Criteria 
Search Query Hits Files 
(JFIF) or (JXIF) or (GIF) 4 DriveFreeSpace1 
 1 Thumbs.db>>{A42CD7B6-E9B9-4D02-B7A6-288B71AD28BA} 
 1 blaw_header_top.jpg 
 1 Top of the glen.gif 
 1 silver lake.gif 
 1 seagull.gif 
 1 !mall.hex 
 1 Holiday Photos 
(HTML) 10 DriveFreeSpace1 
 1 DriveFreeSpace1>>HTML_157[54].htm 
(bob) 2 email.txt 
 1 DriveFreeSpace1 
 1 June Accounts.xls 
 1 Paper Abstract.doc 
(Iain) 3 Paper Abstract.doc 
 2 Paper Abstract.doc>>SummaryInformation 
 2 Paper Abstract.doc>>1Table 
 1 June Accounts.xls 
 1 June Accounts.xls>>SummaryInformation 
(Simon) 2 May Accounts.xls 
 2 May Accounts.xls>>SummaryInformation 
 2 July Accounts.xls 
 2 July Accounts.xls>>SummaryInformation 
 1 June Accounts.xls 
 1 June Accounts.xls>>SummaryInformation 

 

WinHEX Forensics Analysis 
Using an application called X-Ways WinHEX Forensics it was possible to recreate a similar data 
carving technique as produced by AccessData. The results of which did not prove as useful as the 
AccessData technique because certain files had been incorrectly ‘carved’. Examination using this 
tool was halted due to inaccurate results. 
 
An example of this was the initial examination of the slack space where AccessData correctly 
carved the Adobe PDF file and identified all data after that file as slack space. Using WinHEX it 
was apparent that this process had not been completed correctly wrongly resulting in the PDF file 
containing slack space. 



 Witness Statement - Page 21 of 34 

Appendix 

Photography 

 
11 - Photograph of disk before analysis 
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Screenshots 

Antivirus Applications 

 
12 - Norton AV Corporate v10 Results 
 

 
13 - Norton AV 2005 Results 
 

 
14 - Dr.WEB Online AV Results 
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Evidence Screenshots 

 
15 - Evidence item 10 
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16 - Evidence item 18 
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17 - Evidence item 25 
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18 - Evidence item 52 
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Brute-Force Password Crack Code 
 
;; Steganography Brute v1.0 written by a researcher  at hacklab.com  
;; For new versions and support programs see http:/ /www.hacklab.com 
;; This little toy brute forces two very common Ste ganography utilities,  
;; specifically Steganos (http://www.steganography. com) and S-Tools written  
;; by Andrew Brown (a.brown@nexor.co.uk)  
;; This program can be run using a free program cal led WinBatch  
;; from http://www.windowware.com 
;; 
;; 
;;Notes: 
;; 
;; 1) The program depends on the executable name be ing either "S-TOOLS.EXE" or 
;; "STEGANOS.EXE". This exe name decides many thing s, including the 
;; semantics of the brute force attack and which ty pes of container files 
;; to accept. (Remember that the tools accept diffe rent types of container  
;; files.) 
;; 2) The dictionary file is simply a text file wit h words or phrases separated 
;;  by CR(LF). If a " (double quote) must be used i n the word or phrase,  
;; use "" (two double quotes) instead. This is Winb atch's way of representing 
;;  the double quote in a string. 
;; 3) Internally, this program converts all Windows  LFN-formatted dir/filenames to 
;; DOS-style 8.3 or short dir/filenames. If you hav e problems, finding/using 
;; LFN files, you may want to manually convert them  to a SFN dir/file structure. 
;; 4) The S-Tools test requires certain mouse-only operations. During this part of 
;; the program, it's best to leave your machine alo ne. Otherwise the mouse will 
;; be all over the place. Sorry.  
 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
:main                         ;; 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
 
 
Intcontrol(12,4,0,0,0)   ;;controls abrupt endings 
 
if (winmetrics(-4) < 4 )  
        error="This program runs on Windows NT or W indows '95 only!" 
        gosub bail_error 
EndIf 
 
cr=Num2Char(13) 
lf=Num2Char(10) 
crlf=StrCat(cr, lf) 
progname="Steganography Brute" 
STEGANOS=0   ;; Flag for Steganos 
STOOLS=0   ;; Flag for S-Tools 
  
text1='This program brute forces Steganography prog rams.' 
text2='Including S-Tools v4.0 and Steganos. Do you wish' 
text3='to continue?' 
;q = AskYesNo('%progname%',"%text1% %crlf% %text2% %crlf% %text3%") 
If (AskYesNo('%progname%',"%text1% %crlf% %text2% % crlf% %text3%")  == @NO) Then Exit 
 
text1="It is easiest to make all file settings thro ugh the" 
text2="S_BRUTE.INI file in this directory. If you d o not use" 
text3="this file, you will be manually prompted for  the files." 
Text4="Do you wish to use the INI file?" 
q= AskYesNo("%progname%"," %text1% %crlf% %text2% % crlf% %text3% %crlf% %text4%") 
 
if (q  == @NO) Then gosub prompt_for_files 
else gosub set_files 
 
 
if (STEGANOS)  
 gosub steganos 
else  
 if (STOOLS) then gosub stools 
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EndIf 
 
error="Passphrase not found!" 
gosub bail_error 
 
Exit 
 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
:steganos                 ;;; 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
Run("%exepath%", "%stegofile%") 
WinWaitExist("",10)        ;;; Steganos' first wind ow has no title.  
      ;;; If you have problems, 
SendKeysTo("","{ENTER}")   ;;; comment out these tw o lines... 
;TimeDelay(10)             ;;; and uncomment... 
;SendKey("{ENTER}")        ;;; these two lines. 
 
 
WinWaitExist("Steganos for Windows 95",30) 
SendKeysTo("Steganos for Windows 95","{ENTER}") 
 
dictgrip=FileOpen("%dict%","READ") 
fn1="c:\output.txt" 
handleout=FileOpen("%fn1%","Append") 
stitle="Steganos for Windows 95" 
START_TIME=TimeYmdHms() 
word=0 
 
while (word != "*EOF*")             
   word = FileRead(dictgrip) 
   if word =="" then continue 
   if word =="*EOF*" then break 
   ClipPut("%word%") 
   SendKeysTo(stitle,"^v{ENTER}") 
   TimeDelay(STEGANOSDELAY) 
   test=strsub(MsgTextGet(stitle),1,22) 
   if test==""  
    text1="I think we have a match!" 
    text2="Due to the speed of the brute force atta ck, check c:\output.txt" 
    text3="to see the last few words used, but I th ink the passphrase is:" 
    text4="%word%" 
    success="%text1% %crlf%%text2% %crlf%%text3% %c rlf%%text4%" 
    gosub bail_success 
   else 
    if test=="This password is wrong" 
    SendKeysTo(stitle,"{ENTER}") 
    SendKeysTo(stitle,"!B{ENTER}") 
    FileWrite(handleout,"%word%" ) 
    endif 
   endif 
endwhile 
STOP_TIME=TimeYmdHms() 
 
FileClose(dictgrip) 
FileClose(handleout) 
 
Return 
 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
:stools                  ;;; 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
Run("%exepath%", "%stegofile%") 
if (WinWaitExist("Welcome to S-Tools",5) == @TRUE)  
 SendKeysTo("Welcome to S-Tools","!C") 
EndIf 
 
 winplace(0,0,400,400,"~S-Tools") 
 WinWaitClose("Please Wait") 
 SendMenusTo("~S-Tools", "Window Tile Horizontally" ) 
 
text1="S-Tools requires certain mouse-only operatio ns." 
text2='After clicking OK, position the mouse within  your' 
text3="image in the S-Tools window and click the le ft button." 
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message("Setup mouse for S-Tools","%text1% %crlf% % text2% %crlf% %text3%") 
 
while (mouseinfo(4)!="4") 
 magic=mouseinfo(2) 
endwhile 
 
magicx=( ItemExtract(1,magic," ") ) 
magicy=( ItemExtract(2,magic," ") ) 
 
 
dictgrip=FileOpen("%dict%","READ") 
fn1="c:\output.txt" 
handleout=FileOpen("%fn1%","Append") 
 
START_TIME=TimeYmdHms() 
word=0 
while (word != "*EOF*")             
        word = FileRead(dictgrip) 
        if word =="" then continue 
 ClipPut("%word%") 
 
 ;;;  write to the output file 
 if word!="*EOF*"  
  if (FileWrite(handleout,"%word%" ) >0) 
   error="Unable to open file %fn1%." 
   gosub bail_error 
  EndIf 
 Endif 
   
 for dumnum=1 to 4      ;; for all the algorithms  
   
  MouseMove(magicx, magicy, "","") 
  MouseClick(@RCLICK, 0) 
  SendKeysTo("~S-Tools","r") 
  SendKeysTo("~Revealing","!P^v!V^v!E") 
 
  if (dumnum==1) then SendKeysTo("~Revealing","I")   ;; IDEA 
  if (dumnum==2) then SendKeysTo("~Revealing","D")   ;; DES 
  if (dumnum==3) then SendKeysTo("~Revealing","T")   ;; DES3 
  if (dumnum==4) then SendKeysTo("~Revealing","M")   ;; MDC 
  SendKeysTo("~Revealing","{ENTER}") 
  ;childlist=WinItemChild("~S-Tools") 
  numchilds= ItemCount(WinItemChild("~S-Tools"), @T AB) 
 
  if (numchilds>2) 
   text1="We have an extra window in S-Tools! Possi ble passphrase match." 
   text2="Due to the speed of the brute force attac k, check c:\output.txt" 
   text3="to see the last few words used, but I thi nk the passphrase is:" 
   text4="%word%" 
    success="%text1% %crlf%%text2% %crlf%%text3% %c rlf%%text4%" 
   gosub bail_success 
  endif 
       next 
 
endwhile 
 
FileClose(dictgrip) 
FileClose(handleout)         
 
return 
 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
:set_files                    ;; 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
fname=IniReadPvt("Main", "exepath", ".\S-TOOLS.EXE" , ".\S_BRUTE.INI") 
gosub path_clean 
exepath=fname 
 
gosub determine_tool_type 
 
fname=IniReadPvt("Main", "dict", ".\DICT.TXT", ".\S _BRUTE.INI") 
gosub path_clean 
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dict=fname 
 
fname=IniReadPvt("Main", "stegofile", ".\STEGO.GIF" , ".\S_BRUTE.INI") 
gosub path_clean 
stegofile=fname 
 
STEGANOSDELAY=IniReadPvt("Main","STEGANOSDELAY","0" ,".\S_BRUTE.INI") 
 
gifname= ItemExtract( (ItemCount("%stegofile%", "\" )), "%stegofile%", "\") 
 
Return 
 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
:prompt_for_files             ;; 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
msg = "Enter the Steganos error delay 0-60" 
STEGANOSDELAY=AskLine("%progname%", msg ,"0") 
 
types="Dictionary Text Files|*.txt|All Files|*.*|" 
dict=AskFileName("Select Dictionary Filename", "C:\ ", types, "dict.txt", 1) 
dict=FileNameShort(dict) 
 
types="Steganography tool Executable|*.exe|" 
msg="Where is the S-Tools or Steganos executable?" 
exepath=AskFileName(msg, "C:\", types, "", 1) 
exepath=FileNameShort(exepath) 
 
gosub determine_tool_type 
 
if (STEGANOS) 
  types="Stego File (with hidden message)|*.bmp;*.d ib;*.voc;*.wav;*.txt;*.html|" 
else 
  types="Stego File (with hidden message)|*.gif;*.b mp;*.wav|" 
endif 
 
text1="Select Stego Filename (containing hidden mes sage)" 
stegofile=AskFileName("%text1%", "C:\", types, "", 1) 
stegofile=FileNameShort(stegofile) 
gifname= ItemExtract( (ItemCount("%stegofile%", "\" )), "%stegofile%", "\") 
Return 
 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
:path_clean                   ;; 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
switch FileExist(fname) 
 case 0  
  error="File %fname% not found!" 
  gosub bail_error 
  break 
 case (2) 
  error="File %fname% in use!" 
  gosub bail_error 
  break 
endswitch 
fname=FileNameShort(fname) 
Return 
 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
:determine_tool_type          ;; 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
exename=(StrUpper(ItemExtract( (ItemCount("%exepath %", "\")), "%exepath%", "\"))) 
 
if (exename == "S-TOOLS.EXE") then STOOLS=1 
else if (exename == "STEGANOS.EXE") then STEGANOS=1  
Return 
 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
:bail_error                   ;; 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
STOP_TIME=TimeYmdHms() 
Message("%progname% Error!","%error%") 
SECONDS=TimeDiffSecs(STOP_TIME,START_TIME) 
Message("%progname%","Finished in %SECONDS% seconds .") 
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Exit 
 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
:bail_success                 ;; 
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;; 
STOP_TIME=TimeYmdHms() 
Message("%progname% Success!!!","%success%") 
Message("%progname%","Time Started: %START_TIME%%cr lf%Time Finished: %STOP_TIME%") 
Exit 
 
 

 
The following configuration was used to execute the Windows shell script where the 
<filename>  was replaced with each of the GIF images extracted from the disk image 
(including the image recovered using this process). 
 
 
[Main] 
 
EXEPATH="D:\Computer Forensics\s-tools\s-tools4\S-T ools.exe" 
DICT="D:\Computer Forensics\s-tools\s-tools4\dict.t xt" 
STEGOFILE="D:\Exported Images\<filename>" 
STEGANOSDELAY=0  
 

 
Full source code can be found at the Phrack5 website and not the HackLabs site which is 
referenced at the beginning of the source code. 
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Glossary of Terms 
AccessData A forensic application for examining contents of disk images 
APCO Association of Public-Safety Communications Officials 
AV Anti Virus 
BMP Bitmap file type 
CD Compact Disc 
Disk Image An exact clone (bit for bit) of a disk drive 
FAT File Allocation Table 
GIF Image file type 
JPEG Image file type 
Linux  Operating system similar to Windows 
MAC Modified, Accessed, Created times for a given file 
OSCFM  Open Source Computer Forensics Manual  
PCB Printed circuit board 
Slack Space Space on a disk drive that is not used by a file for its data 
WAV Wave sound file 
WinHEX  A Microsoft Windows based hex editor 
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