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Abstract

This report has been prepared to critically examine the various techniques acdlprot
for subverting the ARP protocol.

By examining present forms of attack, this report will demonstrate how ARP as a

protocol can be easily subverted using simple tools that are freely axatatiie
Internet.

Using a well established virtual environment, several of the attack techmigLies

practically examined, and this report will identify, using an introduction to thieé AR
protocol, how in the future our networks might be secured.
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Introduction

A network of computers requires that the devices have a physical medium which
interconnect them, and a Network Interface Card (NIC) at each end thati€ontr
communication at the ‘network layer’ within the ISO-OSI seven-layer mégeh NIC
has a unique identifier (physical address) associated with it known as the Abediss
Control (MAC). And when connected to a network, each device is given an Internet
Protocol address (IP) that identifies a machine’s connection on a given netgonse

If a device wishes to talk on a network, it needs to send a datagram, a self-contained
packet with a header allowing it to be forwarded to its destination. The issgethai

the source device needs to discover the destination device so that it can ctrestruct
resulting datagram with the right header information.

In its simplest form, Address Resolution Protocol (ARP) provides a mechanisme for

first level of communication when two devices wish to talk on a network. When a device
wishes to talk to another, ARP broadcasts an ARP request containing the IP efddress
the device for which it needs the MAC address. All devices on the local networkrdegme
receive this broadcast and examine the IP address against their own. Wheh s ma
made, only the corresponding machine will reply to the sender of the request with a
ARP reply containing its own MAC address. The originating sender placédAlis

address in a table mapping it to the IP address it knows. This table is knowrA&Rhe
cache’and is stored in memory on each device on the network.

Below is a diagram demonstrating the format of an ARP request and replYitias! de
RFC 828) , where during an ARP request all fields are completed except that of the
‘recipient mac address’ which is the information being requested (higtdightgeen).

The design of this protocol opens up the possibility of ‘ARP spoofing’ which is often
referred to as ‘ARP poisoning’ allowing an attacker to forge the conteats ARP
request or reply.

This report will outline several techniques (some using examples) that mitirdrate
the different types of attack. At the end of the report various countermeasiifas wi
described to prevent these attacks.
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Forms of Attack

MAC Flooding

The technique to this attack solely relies on a network switch and its abiitgre the
MAC address to IP address pairing. Switched hubs use a?Q#dvitent addressable
memory) table to store information about the MAC addresses with their asdociat
VLAN (virtual local area network) details (usually they store around 8000 @ntries

The attacker exploits this limited memory weakness by sending lots akdifigackets
with different MAC addresses to the switch. The switch then enters aaliatd ‘fail in
open repeating mode’ where all packets are transmitted on all ports, and tker attac
then ‘sniff’ the network traffic that would otherwise not be available.

The main tool for such an attack is called MACOF (MAC Over Flow) which is capable

of sending thousands of random MAC addresses a second, and providing the CAM table
is not flushed (approximately every 5 minutes) the attacker will be abteffithe

traffic.

ARP Poison

This form of attack relies on the time a host operating system uses to refiaBiPi
table. Most operating systems will refresh the table every 30 seconds, smtiydedf
an ARP poison is to insert false information into the ARP table of another host. By
inserting this ‘poisoned’ information it's possible to prevent the target host from
communicating any further on the network, essentially creating a desiahote.

Man-in-the-Middle

Using a combination of ARP poisoning and packet forwarding, it's possible for an
attacker to hijack a user’s session creating a ‘man-in-the-middlekatfthis is achieved

by poisoning the ARP table of two hosts making them think that the attacker is the other
host by simply forwarding on the information destined for the correct host.

This provides the attacker with access to all traffic being sent betwegen hassts. If, for

example, the target client creates a telnet connection to the target tenagtacker will
be able to monitor the username and password sent across during that session.
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Practical Examples

During the construction of this report, numerous practical examples we¢ousst the
theory behind the different forms of attack. Using a virtualisation environment kreown a
VMware it was possible to reconstruct a virtual network where no ‘real’ cargwbuld

be affected.

The diagram on the next page demonstrates the basic topology of the following key
components:

1. Computer 1, known as ‘Alice’ and

2. Computer 2, known as ‘Bob’

3. Computer 3, known as ‘Eve’ who wishes to eavesdrop on the conversation
between Alice and Bob.

The MAC address of each of the network interface cards was altered to matuftthiea
numerical value of the last octet of the IP address. This means that when \leving
ARP cache of a given host, we can easily identify if one is spoofed.

Attached to the end page of this report is a DVD containing the preassembledBalic
and Eve VMware images, with a configuration tutorial in the section named “Configuri
a VMware Environment”. The DVD contains a pre-configured Eve with access to
fragrouter amongst many tools.
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ARP Poison

Using Eve as the attacker we need a tool that can trick Alice into thinking that iBve

fact Bob. The tool used in this scenario is called ‘arpd’ and is an ARP reply daemon that
when running will attempt to respond to any ARP requests before the other computers on
a given network. After successfully responding to the ARP from a host, imaydlthe IP
address of that host to the MAC address of the attacker’'s computer (Eve). Thsspsoc
known as ‘poisoning’ the ARP cache of another host, and can really only be performed in
a virtual environment such as the one configured in this example as it could, depending
on the machine bring a network to a stand still.

arpd —d —i eth0 192.168.204.1-192.168.204.254

The above command sets the tool to listen on the only network adapter ‘ethQ’, and also on
a range of IP addresses to cover the number of users the attacker wishes to poison.

Now when Alice ping’s Bob we can see that the command hangs and no data is returned,
resulting in the output below:

On Eve’s system we can see that the ping is being examined and listed:

The output on Eve’s computer show that when Alice ping’s Bob, Alice’s computer does
not know who Bob is so sends an ARP request to ascertain the MAC address. At this
point we get a race between who will reply first, Eve using a flooding technique, or the
legitimate user Bob. As we can see above, the arpd tool is quite efficienjodt &nd
detects the lookup, determines there’s no entry for Bob, and then tells Alice thatikEve
fact Bob by altering the ARP reply with the MAC address of Eve’s machine.
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To demonstrate the poisoned ARP cache on Alice, we can run the simple conampand “
—ev” that outputs the ARP cache in standard Linux format, listing as much extra
information as possible using the verbose (v) argument.

Here we can clearly see that both IP addresses in the cache have tMASaues@dress,

and from our initial configuration we determine that Eve’s computer is being ré@srte
Bob’s. This is confirmed by looking at the ARP cache of Bob. In principle, by pogonin
the network, Bob should have no knowledge of the ping attempt, and as a result should
still have an empty cache:

For the attacker this yields little use, unless the goal of the attack isaduo¢ a Denial
of Service (DoS) on Alice. The next example will introduce a mechanism forridinga
the traffic received by Eve to the actual destination, thus forming a rithe-middle
attack.
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Man-In-The-Middle
The man-in-the-middle attack requires ‘Eve’ to be running three applications:

1. the previously described ‘arpd’ application (or a similar tool like arpeet)ir
2. afurther application called ‘fragrouter’
3. and finally a packet sniffer such as ‘snort’

The aim of the man-in-the-middle attack is to transparently observe theurocation

between Alice and Bob. This is achieved by first poisoning the ARP cache snythat a
information sent from Alice to Bob (and vice-versa), actually gets sent to Epeil(a

previous example). Eve then forwards this information to Bob who believes the
information has come directly from Alice. This is achieved using a tool known as
‘fragrouter’ that runs as a daemon picking up any transmitted packets that have bee
obtained through the ARP poison and then forward the packets to their correct destination
(as determined by the packet).

To demonstrate this, we need to configure the attack as per the ARP poison example, but
now on Eve we run fragrouter at the same time as arpd so that we:

What we see here is fragrouter forwarding traffic from Alice, in thie cagltiple ICMP
packets resulting from a ping being forwarded to its correct destinatody).(B/hen
correctly configured you should also see reverse traffic from Bob to Alice.
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To demonstrate that this is working, we can examine the ARP cache of Bob’s aompute
and in theory we should see that all of the IP addresses are different, with e MA
address of Alice and Eve being the same. This means that when Bob wishes to reply to a
message from Alice, it will be sent through Eve who will subsequently forward the

packet to Alice. This can be seen in the diagram below:

This completes the man-in-the-middle attack, with neither party awarE\thas

intercepting the communication. Of course, without being able to view what is being
transmitted between Alice and Bob, Eve will have gone to all this trouble for nothing. So
by using another tool called ‘Snort’, Eve can analyse the packets in transio@nthem

for later examination using the following simple command:

snort -Xve —i eth0
or
snort -Xve —i ethO > dump

By saving the data to a file (called ‘dump’ in this example) we can an&lgsaitput

using standard Linux tools such as ‘grep’ that uses regular expressions hdfigesmfor
phrases such as ‘pass’ to pick up on password details such as those transmitted during a
FTP session. In this example we can observe both the ARP and ping packets sent from
Alice to Bob. You can see that our arpd tool has assigned Bob’s IP to that of Eve’'s MAC
address (4 and %' line) followed by the ICMP ping request:
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Countermeasures

As previously mentioned in the ‘Introduction’, any form of ARP poisoning requires that
the attacker is physically located on the local network. That said it is possible

attacker to get such access through say a VPN (virtual private network) arxtheen

‘local’ access via a remote connection. This implies system administnateadsto

implement tools and procedures that can detect and prevent such attacks. For a VPN you
could give all remote users IP addresses within a separate subnet, w#th taca shared
resource such as file server that would prevent the rest of the organisatiomd it

being effected. Of course, this would not prevent an attacker performing aafenial

service so that remote users could not access the file server.

Depending on the size of the organisation, you have several options for reducing the risk
of the ARP protocol being exploited:

1. Implement static ARP tables where each machine at boot is given a lighef a
known hosts. These static entries mean that ‘spoofing’ cannot take place, but this
will only work on small networks where a system administrator can physicall
determine the MAC and IP of every machine.

2. For larger networks you can make the network switches assign speoffesacc
points with a specific MAC address. This prevents an attacker from changing the
MAC address as the switch has been configured to allow only one ‘trusted’
computer access to the network. This can also help prevent man-in-the-middle
attacks as the network switch will prevent more than one MAC address being
mapped to a single machine.

3. Implement a ‘passive’ ARP monitoring tool such as ‘arpwatch’ availabliedtr
Linux and Windows that will monitor a networks ARP activity maintaining a
database of MAC to IP pairings. If a duplicated MAC is found an alert can be
configured to inform the system administrator by e-mail.

4. Itis possible to use other tools that perform ‘active’ monitoring such ascagtter
Although ettercap itself can be used to perform ARP spoofing, it's also exyremel
useful for determining if other users are trying to poison the nefwsifg its
‘arpcop’ plugin (a similar tool to arpwatch).

5. Use IDS (intrusion detection systems) to detect when an attack takesrmace a
alert the system administrator; of course this will not prevent the attack.

6. A final option would be to try and configure Secure-ARP (SARPich uses
public key infrastructure (PKI) to create a secure tunnel betweens;lignoring
ARP requests from unknown hostEhis process eliminates ARP from the
network but introduces further complications of certification authorities and
additional expense that only large organisations could implement.
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Conclusions

The ARP protocol is a fundamental process within network communication, so there is
no ‘fix’ to the problem except to implement several of the countermeasures previously
discussed. | suggest several countermeasures only for lack of a ‘silverdmlligon, but
any form of detection tool will be infinitely better than ignorance on thegbarisystems
administrator.

ARP poisoning is simple to detect, observing the network grinding to a halt, et as t
target of the attack only holds its ARP cache data for approximately 30 seconds, the
evidence that the attack has taken place is short lived. Of course, for aulcmedsf
continuous DoS the attacker would need to continually poison the ARP tables of hosts on
the network. The process of which allows the system administrator to identify the
attacker and remove the suspect machine from the network. You are then reliast on thi
cache timeout to bring the network back to life after each false entry in tRaakie is
removed, and subsequently replaced with correct pairings.

Some network administrators have considered the possibility of removing ARRhigom
network, but even the Windows kernel has the ARP functions deeply embedded. So, the
question that must be asked is ‘how much time and money is the system administrator
going to spend on protecting their network?’

The most successful countermeasure is to encrypt all network traffic, buttatostia
And to what degree will it impede network performance, if at every stage of
communication you need to authenticate with the certificate authority andjsehtg
check revocation lists?

In conclusion we can see that there are several techniques for detectinqviieia a
attack occurs, but without answering the questions regards to Secure ARP ang refinin
how this would work on a small network, it is difficult to draw a conclusion to how we
could prevent full exploitation of the ARP protocol.
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Configuring a VMware Environment

1. Open up VMware
a. Copy 3 versions of the RedHat 7.3 Linux CD to the hard disk
b. Open using VMware
c. Modify VMware name to suit (e.dlice, Bob & Eve)
d. Choose new identity if asked
2. there are two options for changing the hostname
a. temporary
i. change the®l server hostname to something new
1. hostname —alice
i. change the™ server hostname to something new
2. hostname —bob
iii. change the'8server hostname to something new
3. hostname —eve
b. permanent hostname modification (as on supplied DVD)
I. launch X-Windows and modify the network configuration
ii. edit the following file so that system boots with the right IP
address “/etc/sysconfig/networking/profiles/default/ifcfg-eth0”
3. getthe IP address of th& YMware image Alice
a. ifconfig ethO down
b. ifconfig eth0 192.168.204.1
c. ifconfig ethO down
d. ifconfig ethO hw ether 00:00:00:00:00:01
e. ifconfig ethO up
4. setthe IP address of th& ¥Mware image Bob
a. ifconfig ethO down
b. ifconfig eth0 192.168.204.2
c. ifconfig ethO down
d. ifconfig ethO hw ether 00:00:00:00:00:02
e. ifconfig ethO up
5. set the IP address of thd ¥Mware image Eve
a. ifconfig ethO down
b. ifconfig eth0 192.168.204.3
c. ifconfig ethO down
d. ifconfig ethO hw ether 00:00:00:00:00:03
e. ifconfig ethO up
6. exit and re-login as root on each machine

7. check arp caches
a. check arp cache on alice
b. check arp cache on bob
c. check arp cache on eve
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At this stage the ARP cache should be blank, and this command should yield no
results.

Test interconnectivity using PING

1. serverl (last ip octet 1)

a. ping 192.168.204.2 from alice

b. ping 192.168.204.3 from alice

c. ping 192.168.204.1 (self) from alice
2. server2 (last ip octet 2)

a. ping 192.168.204.1 from bob

b. ping 192.168.204.3 from bob

C. ping 192.168.204.2 (self) from bob
3. server3 (last ip octet 3)

a. ping 192.168.204.1 from eve

b. ping 192.168.204.2 from eve

c. ping 192.168.204.3 (self) from eve

Notice the DUP next to each ICMP packet, this identifies that the “ping” @mm
received two (or three in this case) replies to one enquiry, where the icmmaeque
number is duplicated. A simple broadcast ping will also generate the ssutts:re

ping 192.168.204.255 -b

Check arp cache on each machine:
1. check arp cache on alice
2. check arp cache on bob
3. check arp cache on eve

Save VMware State
Depending on the version of VMware being used, save the ‘state’ of each serverso that
any point it will be possible to revert back to a functioning system. This wdtlgraid

when trying to test the various examples, if for instance you have poisoned the ARP
cache of each machine, and they no longer
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